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Tang Eng Iron Works Guidelines for the Information Security
Management
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Issued by the Letter Tang-Dong-Zi-Zi No. 11111360001 dated January 11, 2022
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L. Purpose
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These guidelines have been established to strengthen our information security
management and establish a reliable operating environment to ensure the
availability, integrity and confidentiality of information assets such as data,
systems, equipment and networks.
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II. Principle

RNEUREPREBT K s EE ML 2EERUER ~ B H 7 &R0
SORMHBA A S8 T -

Based on actual business needs, the Company has established an information
security policy that is communicated in writing, electronically or by other means
and requires compliance by relevant personnel.

[ERF R B AN 2 2 R B e BN 8 T TR AN 2
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In addition, the Company has established an information security risk

management framework to determine the information security organization,
division of authority and responsibility and information security measures.
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III. Information Security Policy
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Protect the Company's information assets from various threats and damages,
reliable information and communication services to ensure the confidentiality,
integrity and availability of information assets and smoothly carry out the
Company's various businesses in order to protect the Company's interests.

Fo G E AR EBS TR L N E AR

The Company achieves the following goals through the joint efforts of all
colleagues:

1 e 2 284 REER L EF A 2 EbE -
Prevent information security threats and reduce the risk of information

security incidents.

2. PREENFE L » WA B R AFEL > B B R s MEE R Rk
HK e
Protect company data from improper use and access and prevent leakage or

loss of sensitive and confidential information.

3. PR = B NG s B A e - TR BN ARSI A -
Improve the performance of information equipment and systems to ensure the
proper operation of information systems.

4. MECR A EI S THERNEB T > [aAS 2R -
Ensure that the company's information business is carried out in compliance

with the law.

v~ B e R e R

I'V. Information Security and Risk Management Framework

1 &l M ER T
Information security organization and division of authority and responsibility

N EIEAR N HIEAT - R SR B P A&
The Company shall delegate authority and responsibility to relevant
departments and personnel in accordance with the following principles:

(1) B RIEEHE AT EEEN Y2 EHEH -
The Vice General Manager of the Management Department is

responsible for supervising information security management matters.
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(2) Aou&ELEZHTR AENR - BEL4ERFERENR R
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The Information Management Division is the dedicated unit for
information security, and the Chief Information Officer serves as the
dedicated supervisor of information security. At least one dedicated
information security staff is responsible for information security policy
formulation and promotion, as well as the establishment, promotion and

management of related security measures.

() ZHHFIEEATEMER NERARTZ LTI ~ (EHEE K
PRE
Each department supervisor is responsible for the security requirements
of computer data and information systems, as well as their usage

management and protection.

2. BallZ 2 bmath

Information security risk assessment

aHE AN ERYE E P E RN R 2 rTRE LR A b Bt - SREVE T
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Assess possible risks and opportunities related to information security in our
operations and adopt control plans to maintain our operations and ability to

provide appropriate information services.

I~ Bl 2lhEfE it

V. Information security protection measures

NEIERL MR EER > STEHEEHIAHT -

The Company shall establish relevant management measures for the following

information security procedures:

1. E H«(//éf‘ Zﬁﬁ‘/\'ﬁ:EE
Computer system security management.

2. fEpk L 2 E
Network security management.
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3. BT EMHE AL 2 EH -

E-mail usage information security management.

4. ZHUFHUEREHE -

System access control management.

5. R e L e

System development and maintenance security management.
6. ERE AL R

Information asset security management.

7. BN B RO RS P
Control of computer viruses and malware.

8. B KEHEIFRTE -
Business sustainability plan.
o~ B RS E R

VI. Computer system security management measures

PHATEE PR B - IEERA R E RS2 EH - MIREM AR
RE1EH#E(F -
Conduct security management for user control, data, file programs and server

room control to ensure the normal operation of the computer system.

L B 2EH

1. User control security management

FyrReEAR N EEIS R F Z BRI e 2 R - JEREA B
AT TR ZE

Unauthorized personnel are not allowed to access the computer system to
protect the data files stored in our computer system and prevent damage.

HHEAEAIR EF 2 07 1809001 4mik ISA6403 " B 4 e B BRI A
Z TER A e B R |
For detailed regulations, please refer to the "Explanations for User Control

Security Management Procedures" of ISO9001 No. ISA6403 "Computer
System Security Management Regulations".
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2. Data and file program security management

ot B E R AR A NEINRE S AR E - TR FR AR IEE

SFHERE -
Computer programmers should observe safety regulations to prevent data and
file programs from being damaged by accidental occurrences.

MHRFFEAIR E S 208 1S09001 4RoE ISA6403 T B[ Z 4L B L |
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For detailed regulations, please refer to the "Explanations for Data and File
Program Security Management Procedures" of ISO9001 No. ISA6403
"Computer System Security Management Regulations".

3. I P = E

3. Computer room control security management

Rl 1B N B HE AR N AEEH IR IR R B A E(EIEE - &
MR A B ERZ 2 e -

The staff of the Information Management Division should follow the security
regulations to prevent unauthorized personnel from entering the server room
and maintain the environment of the server room to ensure the normal
operation of the computer system.

MHEARFAIE 55200 1S09001 4R5%E 1SA6403 T B A4 EFRINE |
Z T e E TR | -

For detailed regulations, please refer to the "Explanations for Computer
Room Control Security Management Procedures” of ISO 9001 No. ISA6403
“Computer System Security Management Regulations”.

=~ R E BT

VII. Network security management measures

1. BASNA B R 2 R - B DA K S F M h B2 kel - 251
FrERNEI N E A R B S B R AL -

1. For the network points connected to the external network, the Information
Management Division uses firewalls and other necessary security facilities to
control the transmission of data and access to resources between the external
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and internal networks of the company.

BABUONUEG R Z Bt AT DU (El ik a5 5 (R L/
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KEgis BERWEREE > SRABRIIE ~ SR~ B T%E -~ VKiE
Kzt RN EFA Fl 2 2 T 2 Bl Bd Bt DI IEE R R RSz A
BRI ~ BIEA ~ MR ROREEPERE Z A7 HL -

Information systems that are open to external connection operations shall be
provided with proxy servers and other means of external access to
information when necessary, and direct access to information systems or
databases should be avoided. Depending on the importance and value of the
information and system, different security technologies or measures such as
data encryption, identity authentication, electronic signature, firewall, and
security vulnerability detection shall be used to prevent intrusion, destruction,

tampering, deletion, and unauthorized access to the information and system.

B ST A T U IR Y P B s BUE = IR > DU IR ERSE
e
. The Information Management Division has strengthened the protection of

customer information and sensitive files on the Company's website to prevent

data leakage.

ERFER R RAE A FE ML AR 2 N EINAESE - JUHE T SRS AR
SirHEE ) Has VPN EERIRTT > &CERaa Rz A% - EaE L
MRS AR 1% > U7 Al I Ve B AN E AR E R AT
Ul ESSNEE S

. If you want to connect to the Company's intranet for business needs, you must
fill out the "Computer Connection Account Application Form" to apply for a
VPN connection account. After approval by the Director of Information
Technology Division, the Information Management Division will create the
account and install the software before you can access specific computers on
the company's intranet through encrypted communication channels for related
system operations.
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5. To prevent network users from using the company's network resources
without application or the company's consent, the network administrator of
the Information Management Division will first report to the Director of
Information Management Division for approval, and then take the proactive
control measures under the principle of not interfering with normal network

usage.

~ BT HEA AR S

VIII. Information security management measures for e-mail usage
1. RE BB A\ B E RS A TSR
1. The email account of the staff on leave without pay will not be removed.

2. BB LG NAIR GRS T2 it SMTP~POP3 (S U s s fh e -
H POP3 fu#sax BENIF RV - Al L2 HAFE T EHERER -

2. The e-mail host system provides SMTP and POP3 mail sending and receiving
service protocols to the outside (Internet), and the POP3 service is set up with
encryption authentication protection, so you can safely receive company

e-mail resources.

3. NES A B HEE A FI T EF EREERE M - PREEB TR EEFHF I
PRI E RSN - IRFIIMEEE A SMTP 25 - {£12(t POP3 U(E
e -

3. Internal staff can only send letters from the Company's e-mail server, except
for business needs and project application and approval by the department

vice president, the use of SMTP to send letters on the external network is
restricted, and only POP3 receiving protocol is provided.

4. EE TR ERREE R SR (Relay Deny) i - 4t 50 8 TSR (A kes
W PR (ke o SRR EE R ARG RS -

4. The Company's e-mail host activates the Relay Deny mechanism to prevent
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the e-mail server from being used as a forwarding server and causing damage
to the company's reputation.

5. FrA B T E LB - B AT SEkAa S - ST
B8 EBREMHETRNSE > RIICIREESbRIN - R4 EEhmRIEE
A~ BCE RETE - DB R EE IR -

5. All incoming and outgoing emails are scanned by the Company's anti-virus
software to prevent the spread of viruses. If a virus is carried in a letter, the
system should take the initiative to notify the sender, receiver and
administrator, in addition to isolating or deleting it, in order to keep track of
the virus status.

6. Ryt eI T i B E 2 RIS > FIHE T ASdE SR ERK T E > NLEF
B TYIZRIREAIEZR - A EIE AR — g NI IIAE D DARRAE K
fiHEs © *.bat,*.chm,*.com,*.eml,*.exe,*.hta,* js,*.jse,*.Ink,* .nws, * pif,

* scr,*.shs,*.vbe, *.vbs,* . wsf o

6. To prevent viruses from spreading by e-mail and causing computer poisoning,
the company's anti-virus server will block and delete the following additional
files if the following files are sent:

* bat,*.chm,*.com,*.eml, *.exe,* hta,*.js,*.jse,*.Ink,* . nws,* pif,
* scr,*.shs,*.vbe, *.vbs, * . wsf.

7. EHEZETEEEEE - DL 1000MB IR - FRESAT KRG EZEHE
M ERF TR AR [ER - 28 AT IER N 598 Rel o iR EAFSE
R T EMTFEATL > IS - Shar s s E (A 15 20MB(2) -

7. The capacity of the user's e-mail box is limited to 1000MB, except for special
needs, which may be increased upon project application and approval of the
departmental vice president. In addition, to avoid affecting online operations,
each email containing this document and additional files, outgoing or
incoming mail should not exceed 20MB (inclusive).

1~ ZSFHERVEE R

IX. System access control management measures

L A EHER TSR A BB T 2R i 2 2 AR -
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1. The Company grants only the necessary authority to each level of personnel
to executing the system.
N BB R s Ey - EAE R & 3% -
When the duties of the personnel are adjusted or transferred, their authority
will be adjusted accordingly.

2. ¥ H S A RS | BRI ARIRIT SR B HRIRE - E e R &
At > AR L HRSE -

2. New system users shall fill out the "Computer Connection Account
Application Form". After approved by the Director of Information
Management Division, the Information Management Division will create the

account.

B M 2 P S de T HHECES - (BRI TOE A RGRIE
VARIESE A

Information Management Division will first give default passwords to new
system users. However, users shall change their passwords immediately after
first entering the system.

3. #tHIA TR 2 - EXZRIHUHH AR » T8 AN SRR 20K
FSRAESRE B RS By - (ESRBRA 2B EEERE AN /ILHIEN
HHMRIE Z S ﬁl%%@ﬂﬁ%@%ﬁ%"é&ﬁ@iﬁﬁﬁ%ﬁ » SR A E
SRS > DI RN L

3. For the company's departed personnel, the system privileges should be
immediately revoked and included in the personnel departure procedure
requirements. When the system users change their duties, the supervisor of
the operating unit should supervise the operators to immediately modify the
password of the shared account. Each system user's password is set for an
expiration date, and it is mandatory for users to update their passwords
regularly to maintain information security.

EilR PR " Bl RRER ) WIS -
The Information Management Division will verify the records every six
months in accordance with the "Information Security Self-Check Sheet".

4. B s e DU B AT UETT 2l B - Rl E 2ZEE > JE
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o FRER SR AEAZ A 1R 7 T AR AR e - W HE ST AR L =R
HiE -

4. For system service providers who perform system maintenance by remote
login, in order to strengthen security control, they should apply for
connection and be approved before connecting to the relevant equipment, and
they should be obliged to comply with the relevant security and

confidentiality responsibilities.

5. N E| Z EEEREINERE - NIREATININIUT - EIEREUEE e
%2 L E IR > B IR B R ~ B - I - BIREANEFHE
Hi &4 -

5. The Company shall take appropriate and adequate security control measures
to prevent theft, manipulation, sale, leakage and improper backup of

important information, regardless of whether it is performed inside or outside
the Company.

o~ R K M L B TR

X. System development and maintenance security management measures

L AFEISREAGD B RS BIIAIE R ML 2T KAAFTE
B ERZIMESE  TREE T 2 B L B M IRERE -

1. When developing systems, the Company should take information security
requirements into consideration at the initial stage of the system life cycle;
when outsourcing information operations, they should also specify the
information security responsibilities and confidentiality regulations of

vendors.

2. BARZHEE ~ BT ~ AR T SRR ENESE - JE(ER (i Z LR -

2. The system maintenance, update, online execution and version change

operations should be made as a backup security measure.

3. BT A S R A B B TR 2
& o TR R RN SRSl R T A
3. The software and hardware system installation and maintenance personnel of
%10 5L 16 H)

5-3 Bl L 2 E R,
5-3 Information security management points



{h ~ FEVEEME

5. Information Management

the vendor shall be restricted from accessing the system and data, and the

issuance of long-term system identification codes and passwords is strictly

prohibited.
R ERIFRFE - IV RIS VE 2 S Som T 2 i g
R -

Based on the actual operation needs, short-term and temporary system
identification and access codes may be issued for the use of the vendor.

{EL{sE FH 52 S 1% v BT HOH (o FHRERR

However, the permission should be canceled immediately after the vendor
users have finished using it.

ON E R R 2 e M KBRS FIAERE AN B
FE[E T aafe Rl o

4. When entrusting the vendor to build and maintain important software and

hardware facilities, the Company shall do so only under the supervision and

accompaniment of the company's relevant personnel.

- HElEE L 2 E B

XI. Information asset security management measures

L TR RS ARIERNEE Hik > ST EMEENHE RIRES -

1.

Establish an inventory of information assets related to the information system
and define the items and custodians of information assets.

R AR IR S B AL fR K E mgmﬁ%~# R A I R R PR R

AT O IR - RN - B AR b R e A A -

. The software is purchased by the Information Management Division

according to the needs of each unit. The Information Management Division
installs the software centrally and assigns the copyright certificate to the
Accounting Department for safekeeping and regular checking to ensure that
only legal software is installed on each computer in the company.

EIRARNFEANHFIARBHE EEEB AR - A E TR S IH & RS
asc i h S AP AH A

. If not a member of our Information Management Division or designated

%11 5L 16 H)
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maintenance personnel, such personnel are not allowed to disassemble each

information hardware equipment and replace the internal parts themselves.

~ R B SR RS Z T

XII. Control measures for computer viruses and malware measures

L FESAT LAY S AITHDS S R fEHE - Bl R AR 5 ~ Frs RS
FRERE NP SRR R A -

. Necessary preventive and protective measures should be taken to prevent and
detect the intrusion of malware such as computer viruses, Trojan horses and

logic bombs.

JEWR T BRITHNER ER AR, BFEA] > SRTEE R BRI BN 3
AR Pt - (e FE IR R RS R B AR - DT ECAY
Hill g 28R - (R R F RS -

. In accordance with the principle of “prevention beforehand is more important
than remediation afterwards”, appropriate and necessary measures should be
taken to detect and prevent computer viruses, to promote proper awareness of
the threat of computer viruses among employees, to further enhance their
awareness of information security, and to improve the access control
mechanism of the system.

3. B EIAYE R AT
3. The important principles of computer virus prevention are as follows:

(1) FERAZEEETYRRKENRTE - ZEIEERARIISIRERE0S -
Users shall comply with the software licensing regulations and are
prohibited from using unlicensed software.

(2) EFEE R DecldenyERR L s WA NSRRI
Select reputable and functional computer virus prevention software and
use it according to the following principles:

a. BN aWASEE BT - WAERRSHYIEE MEM -
Computer virus control software shall be updated regularly and used
under the guidance of the vendor.

b. {5 FH 5 55 9 A S5 e B Al 2t S B R LA > DA JE R
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Use anti-virus software to scan your computer system and data
storage media in advance to detect any computer virus infection.

&ﬁﬁ% ST AR A 18 S Ay RS - W TS 2 A
SEE -

Install a tool that detects software changes if necessary and detects if
the executable code has been changed.

d. FEETE(E ] rlmER e 25 K [BIE S S hRERY AR S5 80CRS © (E TR
fETe oIt e R B R I - DU E s G Y DR

Users should be cautious in using antivirus software that can scan
your computer for viruses and restore system functions; users should
fully understand the characteristics of computer viruses and determine
the functions of the antivirus software before using it.

e. JEE A s K in B EHHAY M ERNE - AR A RISHIRE
FEGEAREIENE LB - JEILRIFEE > FHRA -
The software should be checked regularly and important system data
content should be inspected. If forged files or unauthorized
corrections are found, they should be investigated immediately to find
the cause.

fEPARE A RO REE AR JELEE AT SR
R 7 -

Storage media from unknown sources and with uncertain contents
should be carefully checked for computer viruses before use.

9. JEENL PRSP S B R BB (R SRR E By » TE4a T-HHRH A
BNENET -
Management procedures for prevention of computer virus attacks and
recovery operations should be established, and the necessary
responsibilities should be given to relevant personnel.

h. B (s SN g s B R [ 4 (F AR R (X - R T SR
ERUKGEEETE - R EATER REREGH ) - SRR EEHENE
§¥§;?f£§1 °
To minimize the extent to which computer viruses affect the normal
operation of the organization, a proper business sustainability plan
should be established, necessary data and software should be backed
up, and a recovery operation plan should be set in advance.

+ = EROKEEFETE AR B S B

XIII. Planning and management of business sustainability plans

%13 H(EL 16 H)
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L HNESTEA R/ NRAK TR EE 28 TallE P VRS R &R
ZHEE By 2Rk InE G - 5T E BT IEE M nfgfFREry - It
ERERER BT I e AR -

. To the impact of various man-made and natural disasters on operations, the
Information Management Division must arrange automatic backups of
systems and data, install rescue recovery software, establish emergency
response and recovery procedures, and regularly rehearse and check the

integrity of recent backup tapes.

HEm R LB 2 B R TR R BT - R EM T 25T
Ry - RAUE 2 ey - TLRNZoE S - PREVER T > R B LR -

. The Information Management Division shall establish an emergency reporting
and handling mechanism for information security incidents, and in the event
of an information security incident, immediately report the incident at all
levels in accordance with the prescribed procedures, and take
countermeasures to control information security risks.

EERTE AR ER S e B BN -

If the situation is significant, the Company shall contact the police
investigation unit to assist with the investigation.

(Bl LB mie Frabs fh—)

(Information security incident reporting procedures are shown in Annex 1)

ARME A S A EER 2 BRI IR (F SR Ay ZER AL - fEf = el T &%
EREAESE -
. The audit office conducts information security audits operation regularly in

accordance with the control keypoints of the information circulation

operations in the Company's internal control system.

RS TWEVE AP ERBERE FEEEE PO A SR LR EE
KENEZ BB NP HEER | SEZ EREZ SN FERHEE S E
o

. In the event of a material information security incident that complies with the

"Taipei Exchange Procedures for Verification and Disclosure of Material

%14 BEE 16 H)
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Information of Companies with TPEx Listed Securities", the Company shall

follow the relevant regulations.

L~ KRR EERZAREN - B LERIRE -
XIV. These Guidelines will be implemented after approved by the chairman of
the board of directors. The same applies when the guidelines are amended.
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i — » Bl =S rEmER

Annex 1: Information Security and Incident Notification Procedures
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